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Presentation Notes
This presentation discusses critical military activities that are supported by modelling and simulation. 
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Introduction
Key Military Enterprise Activities (NATO/Nations)

Links to Command, Control, Communications (C3) Taxonomy
Modelling and Simulation Support to Military Activities

Interoperability Challenges
Digitized Command and Control (C2)

Integrating Systems

Application of Modelling and Simulation
Force Readiness and Training
Support to Operations including Mission Planning (COAA, Wargaming) and Mission Rehearsal
Capability Acquisition and Test & Evaluation (T&E)

Concept Development and Experimentation (CDE)
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Definition of an Enterprise in the Merriam-Webster Dictionary:

a project or undertaking that is especially difficult, complicated, or risky
readiness to engage in daring or difficult action

a unit of economic organization or activity; or a systematic purposeful activity

Definition of Military in the Oxford Dictionary:

relating to the armed forces of a country
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For the purposes of this presentation, we define Military Enterprise Activities as:

A set of activities conducted by a military organisation (enterprise) in order to effectively
and efficiently deliver a capability or capabilities to carry out an agreed-upon set of military

tasks as part of a formal coalition of nations or by individual countries

High-Level Military Tasks are defined by Nations individually or in tandem with
other Nations which are agreed by treaties

For example, NATO’s fundamental security tasks are laid down in the Washington Treaty

(also known as the North Atlantic Treaty)
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Strategic Concepts equip the Alliance for security challenges and guide its future political and
military development.

They reiterate NATO’s enduring purpose and nature, and its fundamental security tasks.

They are reviewed to take account of changes to the global security environment to ensure the
Alliance is properly prepared to execute its core tasks, making transformation in the broad sense of
the term, a permanent feature of the Organization.

The current Strategic Concept “Active Engagement, Modern Defence” (2010) outlines three
essential core tasks:

Collective defence

Crisis management

Cooperative security
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NATO’s organization and developed capabilities are designed to achieve those essential core tasks. 

From an enterprise perspective NATO comprises:
HQ NATO
NATO Command Structure
Alliance Members who contribute Forces at various degrees of Readiness
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The C3 Taxonomy provides a tool to
synchronize all C3 Capability Activities in
the NATO Alliance by connecting the
Strategic Concept and Political
Guidance through the NATO Defence
Planning Process (NDPP) to traditional
Communications and Information
Systems (CIS) architecture and design
constructs.

The C3 Taxonomy starts with an
Operational Context describing the
environment in which CIS capabillities
are defined and used.

This includes the Mission Types and
Tasks and Operational Capabillities.

l‘—...E

C3 Taxonomy

Operational Context
Missions and Operations

Policy and Guidance
Mission Types and Tasks
Operational Capabilities
Capability Hierarchy, Codes and Statements
Business Processes

Information Products

Communication and Information Systems (C1S) Capabilities
User-Facing Capabilities

User User

Applications Eguipment
Back-End Capabilities

Technical Services
Community Of Interest (COI) Services
COI-Specific Services

COl-Enabling Services

Core Services
Business Support Services
Platform Services ;
Information
. Systems
Infrastructure Services Equipment

Communications Services

Communications Access Services
Transport Services

Transmission Services ~ Communications
Equipment

Empowering NATO’s Technological Edge

Current Baseline: Version 5
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The C3 Taxonomy charts the highly complex C3 and NNEC landscape in NATO. Throughout the years, many communities have developed and contributed components to the overall CIS capability of the Alliance but sadly, most groups did their work in splendid isolation. Today there is a patch-quilt of systems, applications, vocabularies and taxonomies and simple English words such as service or capability have become highly ambiguous. Because of extreme stove piping, NATO now faces a very complex fabric of capabilities that are not interoperable. Because of a lack of mutual understanding caused by confusing vocabularies, solving these problems is hampered.

TheC3 Taxonomy provides a tool to synchronize all C3 Capability Activities in the NATO Alliance by connecting the Strategic Concept and Political Guidance through the NATO Defence Planning Process (NDPP) to traditional Communications and Information Systems (CIS) architecture and design constructs.

The purpose of the C3 Taxonomy is to capture concepts from various communities and map them for item classification, integration and harmonization purposes. The scope of this mapping exercise is to link Political and Military Ambitions, Mission-to-Task Decomposition, Capability Hierarchy, Statements and Codes, Operational Processes, Information Products, Applications, Services and Equipment to Reference Documents, Standards, Implementation Programs and Fielded Baselines.
The version of the C3 Taxonomy that currently is being worked on is Baseline 6
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Missions and Operations

Strategic Concept Palitical Guidance Military Guidance Allied Publications Policies and Directives Policy and
Guidance
Collective Defence (CD) Counter Terrorism (CT) Peacemaking (FM) Support to Humanitarian Assistance (SHA) Military Aid/Suppert to Civil Authorities (SCA)
Consequence Management (CM) Peace Enforcement (PE) Peacebuilding (PB) Support of Non-Combatant Evacuation Operations (NEO) Enforcement of Sanctions and Embargoes (ESE)
Counter Insurgency (COIN) Peacekeeping (PK) Conflict Prevention (CP) Support to Disaster Relief (DR) Extraction Operation (EOP) Permanent Tasks Mission Types
and Tasks

Operational Capabilities

Prepare Project Engage Consult, Command & Control Sustain Protect Inform
Capability Hierarchy
CIS Security Processes SMC Processes Governance Processes Management Processes Consultation Processes Cooperation Processes C2 Processes Support Processes s
Processes
Intent & Guidance Rules & Measures Plans Tasking & Orders Situational Awareness Resource Status Requests & Responses Reports Information
Products

Current Baseline is Version 5
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his diagram
lustrates a high-level
view of military
activities based on
work in the UK (1995-
2000) and adjusted to
reflect how NATO and
Nations would fit into
this model.
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Most nations assign their armed forces a number of high-level tasks determining the organization and
capabilities required to support those missions. For example, the UK Ministry of Defence has 8 defence
tasks:

Defence, security and resilience of the UK and its overseas territories

Nuclear deterrence and the defence nuclear enterprise

Contribute to improved understanding of the world through strategic intelligence and the global defence network

Influence through international defence engagement

Overseas defence activity

Promote UK prosperity and civil society

Direct defence

Strategic base and enabling functions

An analysis of the high-level tasks or missions enable a nation’s armed forces to determine what tasks
have to be trained for. These are described in documents referred to as Mission Tasks Lists which can be

tailored into a Mission Essential Task List to reflect a particular mission that an organisation undertakes.
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 For example, the U.S. Army Universal Task List
(AUTL) links to the Universal Joint Task List (UJTL)
at tactical, operational, and strategic levels aiding
analysts and planners in understanding the Army’s
role and integrating joint operations.

« Example: ART 5.1.1.2 CONDUCT THE MILITARY
DECISION MAKING PROCESS

 5-9. Units employ the logic and techniques of an iterative
planning methodology — the military decision-making
process (MDMP) — to understand the situation, determine
the restated mission, and develop courses of action
(COAs) to accomplish the mission. Units recommend the
most effective COA. Units prepare orders and plans to
communicate the selected COA, commander’s intent,
and decisions to subordinates and coalition forces,
focusing on the expected results. (ADP 5-0).
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AUTL: Army Universal Task List


N Interoperability Challenges

"Linking sensors, decision
makers and weapon systems
so that information can be
translated into synchronised
and overwhelming military
effect at optimum tempo."

Lt Gen Sir Robert Fulton,
Deputy Chief of Defence Staff
29th May 2002
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Increasingly networked structures using the latest innovations in IT are playing a major role in military transformation and the modernisation of military capabilities. In this digital battlespace nations are striving to build a System of Systems in which the components are interlinked in a unified network, consisting of trained personnel, digitized platforms, sensors, effectors and command and control systems which are located across a widely dispersed battlespace at different echelons of command. Effective secure IT supported networks enable military operations to be conducted faster, more effectively and efficiently.��“Network-enabled capabilities, or NEC, form the technical basis for enhancing the effectiveness of joint operations and interoperability during multinational missions. NEC enables the joint exploitation of information by coalition forces, accelerating decision-making at all levels of command while simultaneously improving the precision and pace of military operations.”  Source:www.rheinmetall-defence.com

Of course, this is at the heart of Federated Mission Networking and its requirement for “zero-day interoperability”.
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Captain D. F. Hesey of the Royal Canadian Signhals made the following statement in

an article on future military communications for the British Army Review journal.
“Future communications systems will not only be compatible with each other but they will be
Integrated with automatic data processing (ADP) systems.”

He went on to state:

“The integrated system will require a common language, a problem which the needs of the
computer resolves in favour of digital code; the digital language will be readily translated into the

language of the users.”

He was writing in 1968 and looking at the timeline 1980-2000.
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Increasingly networked structures using the latest innovations in IT are playing a major role in military transformation and the modernisation of military capabilities. In this digital battlespace nations are striving to build a System of Systems in which the components are interlinked in a unified network, consisting of trained personnel, digitized platforms, sensors, effectors and command and control systems which are located across a widely dispersed battlespace at different echelons of command. Effective secure IT supported networks enable military operations to be conducted faster, more effectively and efficiently.��“Network-enabled capabilities, or NEC, form the technical basis for enhancing the effectiveness of joint operations and interoperability during multinational missions. NEC enables the joint exploitation of information by coalition forces, accelerating decision-making at all levels of command while simultaneously improving the precision and pace of military operations.”  Source:www.rheinmetall-defence.com
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Longtime refrain: “Train as you fight!”

Live C2 systems; virtual or constructive simulation systems.
System test and evaluation.
Post-exercise analysis and instruction.

Operations planning:

Military Decision Making Process: course of action evaluation.

Operations rehearsal.
Exploration and replanning during operations.

Post-operations analysis and lessons learned:
Battle of 73 Easting.
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There are many applications of M&S in command and control. Equally valid to the “train as you fight” idea is “fighting as you train” – if our training environments truly deliver positive training, then there is an expectation that operators take the skills and lessons-learned from training and directly apply those in actual operations.
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The development of digitised C2 systems also meant that they required
location information for units to be input into the system to provide situational
awareness. This led to the development of one-way feeds to the C2 system
from the simulation.

The US Army conducted a number of C4l* experiments to investigate how
the situation could be improved.

However, to exchange all C4l digital, voice, and video data that would be
passed in a tactical situation with future modern simulations, a more robust
digital interface was considered to be necessary.

* C41: Command, Control, Communications, Computers and Intelligence
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Stove-piped C4l systems required unique input of common information — the same
information was required to be input multiple times into each C4l system and the simulation.

The majority of automated data flow was one-way, from the simulation to the C4l device for
updating of unit locations, status, etc.

There was no direct control of the simulation from the C4l device.

There was no reduction in the size of the workstation controller contingent that were still
required to translate and input commands into the simulation and therefore no change on the
training requirement in order to serve as controllers.

In addition, each stovepipe C4l device required its own black box to translate information
between it and the simulation.
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Stove-piped C4I systems required unique input of common information – the same information was required to be input multiple times into each C4I system and the simulation.
The majority of automated data flow was one-way, from the simulation to the C4I device for updating of unit locations, status, etc. 
There was no direct control of the simulation from the C4I device. 
There was no reduction in the size of the workstation controller contingent that were still required to translate and input commands into the simulation and therefore no change on the training requirement in order to serve as controllers.
In addition each stovepipe C4I device required its own black box to translate information between it and the simulation.
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The military needs to move information:
faster
with more accuracy

over a widely dispersed battlespace

Increasingly, this is over a more widely dispersed battlespace in order to:
control autonomous/robotic forces

conduct rapid Mission Planning including Course of Action Analysis (COAA) and
wargaming

conduct Mission Rehearsal

Equally important is the need to train commanders and their staffs using new C2
applications within coalitions like NATO
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Both C2 and simulation systems have been standalone

The simulations are uncoupled from the digitized Command and Control (C2)

systems

Both often require specialized skills when deployed

PUBLIC RELEASE Empowering NATO'’s Technological Edge 01/22/2024 | PAGE 17


Presenter
Presentation Notes
Increasingly networked structures using the latest innovations in IT are playing a major role in military transformation and the modernisation of military capabilities. In this digital battlespace nations are striving to build a System of Systems in which the components are interlinked in a unified network, consisting of trained personnel, digitized platforms, sensors, effectors and command and control systems which are located across a widely dispersed battlespace at different echelons of command. Effective secure IT supported networks enable military operations to be conducted faster, more effectively and efficiently.��“Network-enabled capabilities, or NEC, form the technical basis for enhancing the effectiveness of joint operations and interoperability during multinational missions. NEC enables the joint exploitation of information by coalition forces, accelerating decision-making at all levels of command while simultaneously improving the precision and pace of military operations.”  Source:www.rheinmetall-defence.com
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NATO, the Modelling and Simulation Master Plan is currently at Version 2.

It contains 4 guiding principles to support the NATO M&S vision:

Synergy: Capitalise on, leverage, and share the existing NATO and national M&S to
enable more effective and affordable capabilities for NATO.

Interoperability: Direct the development of common M&S standards and services for
simulation interoperability and foster interoperability between C4ISTAR and simulation
systems.

Reuse: Increase the visibility, accessibility, and awareness of M&S to foster sharing and
ensure its best exploitation across all NATO M&S application areas.

Affordability: Employ and develop readily available, flexible and cost-effective M&S to
improve NATO effectiveness to address the changing nature and increased complexity of

the Alliance strategic environment.
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C4ISTAR: Command, Control, Communications, Computers, Information/Intelligence, Surveillance, Targeting, Acquisition, and Reconnaissance
 
National strategies have also supported the requirement. Within the Master Plan there are 5 objectives:
Objective 1 Establish a Common Technical Framework
Objective 2 Provide Coordination & Common Services
Objective 3 Develop Models & Simulations
Objective 4 Employ Simulations – Operate simulations to improve all aspects of NATO/National military activities
Objective 5 Incorporate Technological Advances
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Within the Master Plan there are 5 objectives:
Objective 1 Establish a Common Technical Framework
Objective 2 Provide Coordination & Common Services
Objective 3 Develop Models & Simulations
Objective 4 Employ Simulations – Operate simulations to improve al aspects of NATO/National military activities
Objective 5 Incorporate Technological Advances


samy Key Objective is to Establish a N i.“ ,.
st smsramavey S o organization
Common Technical Framework

Organi

A common standard interoperability architecture and supporting material;

Common standards that promote common understanding of data across models, simulations
and live systems (e.g., C2 systems, Communication and Information Systems (CIS), weapon
systems on instrumented ranges, hardware-in-the-loop, etc.);

Common standards that promote “true” interoperability, i.e., interoperability up to the
conceptual level including a common understanding of the static and dynamic representation and
the context of the piece of the world to be simulated (thereby guaranteeing a fair fight in training
and exercise applications);

Common standard processes and recommended practices, (e.g., Verification, Validation and
Accreditation (VV&A) to pursue a level of trust in simulations); and a NATO-wide, including
national stakeholders, technical environment for distributed networked M&S application areas.
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In theory, yes ... in practice, it is more complex because:
C2, training systems, simulations and autonomous systems are not developed coherently.
Few simulation systems have the capability of bi-directional exchange of data with C2 systems.
Not all C2 systems can exchange data with other C2 systems.
Require significant intervention in order to support military staff.

The refinement and standardisation of a battle management language (BML) was a proposed
solution to this problem for C2 to simulation interoperability.

Requirement is not just national but multi-national and gave rise to the development of a Coalition
BML (C-BML) and the Military Scenario Definition Language (MSDL) (SISO standards).

NATO and National research has supported the development of C2SIM standardisation work over a
number of years which has resulted in development of the C2 Systems — Simulation Systems
Interoperation (C2SIM) Standard by SISO.
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The development of a C2 to Simulation interoperability standard was recognised as
being as a potential enabler to address the challenges faced by the military in using

digitised C2 systems with simulation applications that had provided standalone
capability to support training

From the onset, C2Sim Standards were developed to address military activities that
Included:
force readiness and training

support to operations including mission planning (COAA, Wargaming) and mission rehearsal
concept development/experimentation

acquisition
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In the coming slides, we look at the application of M&S to support military requirements, particularly in relation to Federated Mission Networking.
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Force Readiness and Training

“It cannot be too often repeated that in modern
war ... the chief factor in achieving triumph is
what has been done in the way of preparation

and training before the beginning of the war.”

Theodore Roosevelt, 1902

Empowering NATO’s Technological Edge
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NATO and the Alliance members agree to provide Forces at

Readiness which have to meet the full spectrum of operations.

This will include Command and Staff Training which will often

be distributed before deployed.

READINESS INITIATIVE
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Jeff Erickson 9/29/2023: in preparation for the upcoming NMSG-201 Meeting in Monterey, CA (11-13 Oct 23), we've uploaded two presentations (Collective Training, Decision Support) in Science Connect.  Both of these will be topics on Day 2 (12 Oct 23) where we will have a discussion about using M&S in Federated Mission Networking (FMN) to support these activities.   
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Training as to cover the full spectrum of conflict to prepare
military forces for military operations.

Large scale FTX and more limited CPX were mechanisms for this

training.

They are expensive to conduct and an FTX although providing

training in real-time creates environmental problems.

Commanders and their staffs need to be trained and the early
development of simulation and then digital Battle Management
Languages focussed on this to support Command and Staff
Training.

This was only one area that the C2Sim Standard was designed to

support.
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Training has to cover the full spectrum of conflict to prepare military forces for military operations.
Commanders and their staffs also need to be trained.
Large scale FTX and more limited CPX were mechanisms for this training.
They were however expensive to conduct and an FTX although providing training in real-time created environmental problems
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“In preparing for battle | have always found that plans are

useless, but planning is indispensable”

Dwight D. Eisenhower
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Support to Operations and where C2Sim can be applied is in the
Military Decision Making Process (MDMP) in Course of Action
Analysis (COAA) and Wargaming.

This activity can be distributed and take advantage of new concepts

such as Modelling and Simulation as a Service (M&SaaS)

Once a plan is agreed C2Sim can also be used to support Mission

Rehearsal.
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“Warfare is not simple. Our business is increasingly and at times
inconceivably complex. The planning process used by the Army has evolved
over the years to allow for this increased complexity but at its core it is a
system to help commanders understand a problem, and then derive an
executable solution. The plans we create by the end of the process will not
necessarily be simple, and indeed they may run to pages of complex
coordination to sequence several lines of activity. But the problem will have
been understood, and a plan created which is simplified for execution.”

Major General J | Bashall CBE, GOC 1 (UK) Armoured Division, 2012
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“Warfare is not simple. Our business is increasingly and at times inconceivably complex. The planning process used by the Army has evolved over the years to allow for this increased complexity but at its core it is a system to help commanders understand a problem, and then derive an executable solution. The plans we create by the end of the process will not necessarily be simple, and indeed they may run to pages of complex coordination to sequence several lines of activity. But the problem will have been understood, and a plan created which is simplified for execution.”
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Presentation Notes
Mission planning has always been the major function of a headquarters in the military decision-making process.
Each nation has developed a mission decision making process based on a planning and execution  process. This is often referred to as Plan, Refine, Execute Evaluate (PREE) process.
Some nations use Assess, Plan, Refine, Execute (APRE).
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Presentation Notes
In the US military each branch follows their respective planning process to solve problems and make the most of opportunities. When two or more services work together, the Joint Planning Process (JPP) is the methodology used. It is the foundation for planning at all levels and for missions across all military operations, but understanding the similarities and differences of your service's planning process to other service's can ease the process when working together.

This chart differentiates the steps involved in the planning processes of each branch. The far left column lists all the potential steps of the planning process. The top row separates processes by service branch and the check mark indicates the step is included in the respective service process. Phrasing within the boxes indicates language included in addition to the general step by the service.
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“This is not a game! This is training for war! | must recommend it

to the whole Army.”

General von Muffling, Chief of the Prussian General Staff, 1824
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Presentation Notes
Wargaming is an instrument designed to develop and improve COAs. It should be used, whenever time permits, in order to evaluate the potential of a COA to accomplish the mission against foreseen counteraction with respect to the different adversarial COAs, as well as to identify and correct deficiencies. However, the real value is its ability to permit the commander and the staff to visualize the conduct of operations and gain insight into opposing capabilities and actions, as well as conditions in the operating environment. Wargaming should also help identify necessary coordinating measures, potential risks and opportunities, which may drive the need for branches and sequels to counter or exploit such situations, as well as decisive conditions (and their constituting effects) for the commander to take action. In addition, wargaming synchronizes the joint elements of an operation. Ideally, each own-force COA should be war gamed against the ‘most likely’ and ‘most dangerous’ adversarial COAs. While there are benefits to wargaming, it must be noted that it may be cost, manpower and time intensive.
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Presentation Notes
Wargaming can be used for a number of decision making processes, but ‘COA Wargaming’ and ‘Wargaming’ however are not synonymous terms, COA Wargaming is just one form of wargaming and used normally towards to end of the planning process. It is considered essential to evaluate the potential of the COA to achieve the mission against an OPFOR foreseen in the different opposing COAs and to identify and correct deficiencies. 

The real value of wargaming however is in allowing the commander and staff to synchronize actions and visualise the conduct of operation, while gaining insight into implications of opposing capabilities/actions and conditions in the operational environment. 

Wargaming has seen a resurgence in more recent years and the application of simulation is being increasingly considered to both support and enhance wargaming. In addition in recent months there is the creation of what are described as Fight Clubs in the USA, UK, The Netherlands and Italy whose aim is to promote wargaming. In SISO there is a Standing Study Group on the topic of Simulation and Wargaming. C2Sim is considered a Standard that will enable the ability to use C2 to run a wargame using simulsation.



Purpose of COA Wargaming m _
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The purpose of a COA Wargame is: to identify risks (opportunities and threats) and
areas of weakness in a forming plan;

Provide a thorough understanding of the interactions of various actors to the plan;
Highlight additional tasks which may have been overlooked in planning and,;

Refine the synchronisation, resourcing, activity, prioritisation and coordination of a
COA(s).

COA Wargaming can apply to multiple COAs for comparative reasons or in a single
selected COA to refine it and add robustness; to ‘bullet proof’ it. Hence a COA
Wargame must rigorously test the plan.
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Presentation Notes
The purpose of a COA Wargame is: to identify risks (opportunities and threats) and areas of weakness in a forming plan; provide a thorough understanding of the interactions of various actors to the plan; highlight additional tasks which may have been overlooked in planning and; refine the synchronisation, resourcing, activity, prioritisation and coordination of a COA(s). COA Wargaming can apply to multiple COAs for comparative reasons or in a single selected COA to refine it and add robustness; to ‘bullet proof’ it. Hence a COA Wargame must rigorously test the plan.
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Presentation Notes
The opportunity to wargame a COA is shown in this slide which was published in the British Army Staff Officers Handbook in 2014. The SOHB provided a comprehensive set of instructions to support a staff officer in conducting wargaming. Other nations have similar documentation.

COA Development and Validation. COA Wargaming can help to visualise an embryonic COA, indicating the art of the possible and enabling impractical COAs to be discarded at an early stage. Early wargaming should yield a better understanding of a proposed COA. It helps to ensure that that COAs are distinct and not merely a variant on the same scheme of manoeuvre.

COA Evaluation and Comparison. COA Wargaming can be used to compare each friendly COA with appropriate opponent COAs and any other relevant factors to determine the likelihood of success. Wargaming at this stage provides information on the relative strengths and weaknesses of each individual COA for evaluation against a commander’s COA selection criteria.

Plan Refinement. Once the commander has selected his COA, wargaming can contribute significantly to its refinement, including identifying risks, areas of weakness and further CCIRs. In addition, wargaming assists in the production of coordinating instructions, indicates specific requirements for battlespace management and highlights potential tasks and associated readiness for reserves.



v Conducting Mission Rehearsal
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“A poor plan thoroughly rehearsed has a greater
chance of success than an excellent plan that is never
rehearsed”.

General George S. Patton, Jr

PUBLIC RELEASE Empowering NATO'’s Technological Edge 01/22/2024 | PAGE 36


Presenter
Presentation Notes
Where possible MR is conducted with all personnel on terrain that is similar to that which they will conduct a mission.



What is Mission Rehearsal? Nl
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A rehearsal is the act or process of practising an action in preparation for the actual conduct of
that activity.

A mission rehearsal allows participants to practise and thereby visualise the conduct, co-
ordination and synchronisation of a military operation.

There are a number of types of mission rehearsal, which can be conducted at different levels
of command in varying degrees of complexity.

Note: Although doctrine makes reference to the requirement for rehearsals, it is not specific on
how to conduct an effective rehearsal, the different types and which is most appropriate to
conduct when.
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Presentation Notes
UK Doctrinal Note in 2005 described: A rehearsal is the act or process of practising an action in preparation for the actual conduct of that activity. 
A mission rehearsal allows participants to practise and thereby visualise the conduct, co-ordination and synchronisation of a military operation.
There are a number of types of mission rehearsal, which can be conducted at different levels of command in varying degrees of complexity. 
Note: Although doctrine made reference to the requirement for rehearsals, it is not specific on how to conduct an effective rehearsal, the different types and which is most appropriate to conduct when. 



Mission Rehearsal Types, Techniques, m _
and Scope S

MR Types MR Techniques

Force Rehearsal Physical Rehearsal
Core Role Rehearsal

MR Scope

Full Rehearsal
Part Rehearsal
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Doctrine development and research in the UK described the types of MR, the scope and techniques, during this presentation we not have time to describe each and with regards to C2Sim we focus on conducting a MR using simulation.



vary Simulation Rehearsal
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Generic mission rehearsals can be conducted using constructive or virtual

simulation.

Although current systems have limited deployability and are best suited to

mission rehearsals, based on likely tasks, during Pre-Deployment Training.

Conversely, simulation systems can exploit Operational Analysis (OA) data

and provide After Action Review (AAR) capabillities.

The application of C2Sim provides a mechanism to exploit technology in order

to support rehearsal techniques in the future which can also be distributed.
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Presentation Notes
Generic mission rehearsals can be conducted using constructive or virtual simulation. 
Currently systems have limited deployability and are best suited to mission rehearsals, based on likely tasks, during Pre-Deployment Training.  
Conversely, simulation systems can exploit Operational Analysis (OA) data and provide After Action Review (AAR) capabilities. 
There is considerable scope to exploit technology in order to support rehearsal techniques in the future. 
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There is a clear distinction between wargaming and rehearsals.
Wargaming is a staff process to develop, refine and synchronise the plan.

Rehearsals ensure that subordinate commanders and the staff have a common

visualisation of the plan, the terrain, and the relationship between them.

If rehearsals are conducted effectively, with full participation by staff and

commanders, both individual and collective activity will be practised and validated.

The overriding purpose of rehearsals is to enhance operational effectiveness.
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Presentation Notes
There is a clear distinction between wargaming and rehearsals. 
Wargaming is a staff process to develop, refine and synchronise the plan. 
Rehearsals ensure that subordinate commanders and the staff have a common visualisation of the plan, the terrain and the relationship between them. 
If rehearsals are conducted effectively, with full participation by staff and commanders, both individual and collective activity will be practised and validated. 
The overriding purpose of rehearsals is to enhance operational effectiveness.
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C2SIM interoperability requirements for MR are similar to those associated with training
events, and often involves the same systems.

However, the following distinction could be made: training generally focuses on acquiring
skills and achieving operator proficiency, whereas MR focuses on achieving a high level of
preparedness with respect to a specific mission and context, often, involving forces that will
be deployed.

The same flexibility and advantages discussed with respect to training also could have
advantages for MR.

However, the focus of MR is on risk mitigation and team-building rather than on operator
proficiency and reducing the required number of interactors.
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Presentation Notes
C2SIM interoperability requirements for MR are similar to those associated with training events,, and often involves the same systems. 
However, the following distinction could be made: training generally focuses on acquiring skills and achieving operator proficiency, whereas MR focuses on achieving a high level of preparedness with respect to a specific mission and context, often, involving forces that will be deployed.
The same flexibility and advantages discussed with respect to training also could have advantages for MR. 
However the focus of MR is on risk mitigation and team-building rather than on operator proficiency and reducing the required number of interactors.
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NATO and Nations have developed their Acquisition processes over

many years but fundamentally they all follow a similar pattern.

Operational
Operational Deployment Lessons Identified
Systems & Tactics

Modelling, Simulation and Gaming

Training & (MSG) can effectively support the Analysis &
Instruction complete life-cycle of customer Concept
capabilities Development

Concept

New Systems & Development &
Processes Development and xperimentation
Procurement
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Concept Development and Experimentation (CD&E) is the application of the structure and methods of experimental science
to the challenge of developing future military capability. CD&E is a forward-looking process for developing and evaluating
new concepts, before committing extensive resources.

M&S supports CD&E and C2Sim can be used when testing new C2 and Simulation systems at places like CWIX.

NATO has its own CD&E Handbook as do other nations.

Linited Kingdom Australia Canada UsA Crech Republic TTCP
High Lewvel (High Level | Joint Capstone Capstone Concept | High Level Operating Defence level Concept Development and
Operational Concept) for Joint Concept (2003) Experimentation
Operations (CCIOY) |
= = . . CD&E
Military Task Australian Military Joint Operating Mission Operating/Operational k
[Dperating Concept Strategy Concepts (JOC) Concept Handboo
IAnalytical Environ-mental Environ-mental Service Concepts Service Concept (Air Services Concept, - A Concept Developer’s Guide
Environmental {Army Operatin support and Heli Environmental {Land, - to Transformation
| Concept) Concept) Alr, Nawvy)
Hybrid Concepts Integrating Imtegrating Concept | loint Concepts Integrating / Enabling
JEnabling Concept Concept
Functional Concept | Joint Functional Functional Concept Functional Concept ALLIED CO| RANSFORMATION
Concepts

IMPROVING TODAY, SHAPING TOMORROW, BRIDGING THE TWO

You can find an electronic copy of this handbook at
https://www.act.nato.int/application/files/1316/2857/5217/NATO-ACT-CDE-
Handbook A Concept Developers Toolbox.pdf
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M&S has played a major role in NATO and
the Alliance in the delivery of training, but this

has often been standalone applications.
PP Federated
The Operational Capability Working Group MISSII]I'I
(OCWG) is responsible for prioritizing NEtWI]I"kII'Ig
requirements which are approved by the
nations
FMN Spiral 5 O FE_dE_I"EtEd
In FMN Spira| 5 there was an approved Procedural In;t;uctionls for Mission Mlss"]n
enearsa

requirement to provide M&S to support

Proposed FMN Spiral 5 Specification

Networking

ppppp

Mission Rehearsal but Spiral 5 was R N
descoped and Mission Rehearsal moved (0 Al il

technology.com/comment/int

Spiral 6 and subsequently Spiral 7. ernet-of-military-things- Modelling and Simulation

leading-technology-trends-

FMN Spiral 5
Service Instructions for
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M&S in Federated Mission Networkingm _
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e Modelling and Simulation (M&S) has made a major contribution to the training of military
personnel in all domains and in used to support Operational Analysis (in predominantly
standalone applications).

 There is a desire on the part of warfighters to utilise M&S to support not only Collective
Training but also Decision Support (Course of Action Analysis (COAA) & Wargaming) &
Mission Rehearsal .

e Currently, NATO’s focus is on Digital Transformation which will be underpinned by
Federated Mission Networking (FMN), Multi-Domain Operations (MDO), & Data Driven
Decision Making within which M&S will play a major role.

e M&S to support FMN was introduced as a requirement for Spiral 5 for Mission Rehearsal.

e NATO M&S Group established NMSG-193 as a one-year Specialist Team to work with Allied
Command Transformation (ACT) and Allied Command Operations (ACO) organizations to
elicit the requirements for M&S in FMN for Mission Rehearsal and to develop the
Procedural Instruction (Pl1) & Service Instruction (SI).

e A follow-on activity was undertaken in the establishment of NMSG-201 starting in January
2022 and running for 3 years.


Presenter
Presentation Notes
Modelling and Simulation (M&S) has made a major contribution to the training of military personnel in all domains and used to support Operational Analysis in predominantly standalone applications. There is now a desire on the part of warfighters to utilise M&S to support not only collective training but also for decision support in Course of Action Analysis (COAA) and Wargaming and ultimately in Mission Rehearsal. NATO, because of operations in Afghanistan and the challenges for achieving interoperability, instigated Federated Mission Networking (FMN) which is a major NATO thrust in support of interoperability, with a “Day Zero” focus calling for NATO nations and partners to achieve interoperability before it is needed again as it had been for the Afghan Mission Network.  FMN is being delivered through a spiral development process. Each spiral results in a specification that nations commit to implementing in the deployment of the NATO Reaction Force (NRF). The current NRF are baselined on Spiral 3, a requirement for M&S to support FMN was included for Spiral 5 for Mission Rehearsal. This has now been moved into Spiral 7 and likely to include Collective Training. NATO as part of its Digital Transformation has also expressed a need to conduct COAA and Wargaming. The envisioned capability should include state-of-the-art information technologies. Participation in the FMN specification process by the NATO Modelling and Simulation Group (NMSG) is important to achieve this and to that end, the NATO STO (Science and Technology Organization) chartered the Specialist Team (ST) MSG-193 to work with the FMN Allied Command Transformation (ACT) and Allied Command Operations (ACO) organization. Since such a role was new to the NMSG, MSG-193 had been committed for a period of one year, with the intent of establishing a longer follow-on activity if the role proves productive. This was the case and NMSG-201 was established.

Aspects where the NMSG is particularly well equipped to help specifying M&S in FMN include Command and Control and Simulation Interoperation (C2SIM) (now a NATO STANAG (4856 Ed 01)), Modelling and Simulation as a Service (MSaaS), Correlated Dynamic Synthetic Environments (DSE) for Distributed Simulation, and Cyber-Electronic Warfare (CyEW). Each of these areas is currently the focus of a STO Technical Working Group (TWG) and addresses highly topical issues. MSaaS is based on the latest cloud-based technology standards. CyEW addresses attack and defence of systems based on a variety of information technology standards. The established STANAG High Level Architecture (HLA) and the NMSG-sponsored NATO Education and Training Network (NETN) are also appropriate for use in the FMN context.
This paper will explain the processes that were required to develop both the Procedural Instruction and Service Instructions that underpin for M&S in FMN, the work of NMSG 201 and the lessons identified from participation in the Coalition Warrior Interoperability eXercise (CWIX) in 2022 and 2023 to validate the M&S standards in the context of FMN.

[IF NOT COVERED ELSEWHERE, INCLUDE INFO RECEIVED FROM CWIX 2024 PLANNING REGARDING COLLECTIVE TRAINING]
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Force Readiness and Training — M&S provides the synthetic environment to

support collective training

Stimulates C2 systems for “train as you fight”

Support to Operations — M&S provides alternative timings and schemes of

maneuver to evaluate current and future plans
Mission Planning
Wargaming
Mission Rehearsal

Decision Support
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Modelling and simulation (M&S) has been identified as a critical support tool for several aspects of military readiness, to include training and support to operations. In training, M&S provides an operational context for engaging the training audience in realistic operations. Interactions with real-world command and control systems enable operators to “train as they fight”, with the corollary (when there is positive training) that operators will be able to “fight as they train” when involved in real-world operations.

Other benefits include use for mission planning, wargaming, mission rehearsal, and decision support. Session 1.7 in this course will go into these areas in more detail.

There are even test and evaluation benefits through interaction of C2 systems with M&S; such as testing out new user interfaces and user procedures. 

The key capability is that the use of  modeling and simulation in FMN must also support the concept of “zero-day interoperability”.



Gy Summary
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Modelling and Simulation (M&S) supports military operations through training,

analysis, testing, planning, and execution
M&S is an identified requirement for Federated Mission Networking (FMN)
Interoperability is achieved through application of established standards

Instruction in “M&S Standards for NATO FMN” by the MSG-211 team will

equip FMN developers and users in essential knowledge to ensure success
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